01 LinuxD0 00000000 -002_Ubuntu 20.040 0 00 0000 O O Redmine4.2(Redmine
5x)0SSLO O

Redminel 0 O SSLO 0O 0O O

gobobgoooot

e JJIIOIOOIOOOOORedminedSSLO O OO OO
e JOSSLOODOOOOODOOOOO

gooouggoon

® Redmined SSLOOODOOOO
e SSLOOODOODOODOOOOO

HEN

go0oO0ooOoDoOoDoOoODOODOOO
® Ubuntu 20.040 / Ubuntu 22.040 00 Redmine 5.x)
® Apache2.4

e JOUOOORedmineD 00000000 OOOOOOOO
e JO0OOQOSSLOOOODOOODOOOO

oo
O00000sSSsL0000000000000000

e JO000O0DDOOODDOUODOOODODODO
e Let'sEncrypt D0 O OOOOOO

HEN

gobooooood
i1L.000000000D00b00bD0booboo
200s8sL0000000b00b0obobo0ooooooobOooboD
3 Apache0 00 O0O0O00OOOOSSLOOODOCOOODO

4. RedmineD OO0O0ODOOODO
5000000000 00D000ORedmine00000O0DOOOODODOO

gooood
gssLOOO0OOOOOOOO0OOOOOOOOOOOODOOOODOOO((Let'sEncryptd 00O O300)

O00OO0O0OO0O0OO0OOOOOApacheDODOOOOODOOOOOODOODOODOODOOOODOOO/000000O0O0O0O0O0O0O0O0O0OO
gooooo

gboooooooooboon

sudol] mkd [ /etc/certs
#000000000000O0000O00

sudo mkd O /etc/private
#10000000000O0O0O0OOO

gboooooooobobobobooboono

e SCPOUSFTPUOODODOOOOODOODODODOOOODO
e letsEncrypt0 00 00000000 OOOOOOOOOOOOOOOOO/000OO

gboooooooboobabd
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0000 Let's Encryptl 20230 10 0 O O O O O hoge.sample.com (/etc/letsencrypt/live/0 000 0/000000000O)O0O

® hoge.sample.com.crt.202301 (O O O :/etc/certsd O O)
* hoge.sample.com.key.202301 (O O O :/etc/privated 0 0O)

gobooooo

goboobobooobooon
hoge.sample.com.crt.CA.202301
goboobogobooboo
00o0o0oooooooobooooboooo

cdO /etc/cert&&pwd
#0O /etc/certsD OO0 O0OODO0O

sudoO IC-sf00 hoge.sample.com.crt.20230100 hoge.sample.com.crt

IsC-10 hoge.sample.com.crt
#0000000 0 0 hoge.sample.com.crt.2023010 0000000000

e J000O0ODODOODOOO
sudo IC-sf00 hoge.sample.com.crt.CA.2023010 hoge.sample.com.CA.crt

OO0O0O0O0O0OOGlobal Sign, Sectigo, GeoTrustO O OO OOOOOOOOOOOCOCOOOOOOODOOOO (Let's
Encryptd O O O chain.pemO O O)

gbooooooooboboobooboono

cdO /etc/private&&Lpwd
#0O /etc/private0 0000000

sudoO IC-sf00 hoge.sample.com.key.202301 hoge.sample.com.key

Isf-I00 hoge.sample.com.key
#0 0000000 0 hoge.sample.com.crt.2023010 0000000000

doddooooooooooo
openssld x50¢-nooutl-dates-subjectl-in[] /etc/certs/hoge.sample.com.crt

® notBefore=
* notAfter=

gdoooOoOoOoOoOoOOOOOCOOObOCObOObOObOODbOOO
® subject=CN =
goO0OOOOOOOOOOOOOCOOOOOOOOOOOOOCObhogesamplecomIOO0O0O0O0O0O0O0O0O0OOOO *sample.com
e J0000DOUDOUDOUDODDOOOT
openssld x50¢-pubkeyl-in[] /etc/certs/hoge.example.com.cr-nooutd ;[0 openssid md5
(stdin=0 00000
#O0SSLOOCODOOOO
openssld pkey-puboutl-in] /etc/private/hoge.example.com.keyl } 0 openssid md5
(stdin=0 00000
#00000000O
##020 0000 0000000000000O0O0O0O0O0O0O0OOOOO0OO

ooooooooooooooboooboOoooooboboooobo0oob200ooDooobooooooOobooobbooobOoboooDbDO
goooooo
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e J0000ODODODOD (LetsEncrypt0 00 0OODOODODOOOOOOODODONO)
openssld x50¢-issuer_hashl-nooutl-in[] /etc/certs/hoge.example.com.crt
sedl-nl-e'1d'[-e'/BEGIN/,$p'0 /etc/certs/hoge.example.com.crtl |00 openssld »-subject_hashl-noout

e J000ID00ODOODODODO (MOODODOOODOODODODOODOODODOO)
openssld x50¢-issuer_hashl-nooutl-in[] /etc/certs/hoge.example.com.crt
openssld x50¢-subject_hashl-nooutl-in0 /etc/certs/hoge.sample.com.CA.crt

gooooooooboobobobobooooo20obobobobooooobDobDob0bobobooooooLDobDOobOob o
gooo

gossLO0booooboooobobuooobobooon

gooooood

cat[] /etc/apache2/mods-available/rewrite.load

cat[] /etc/apache2/mods-available/ssl.load

catd /etc/apache2/mods-available/headers.load
#0000 0000000O0O0OOOOOOOOOOO

gobooobogd

sudola2enmod( rewrite

sudola2enmod ssl

sudola2enmodO headers

goboooo

sudolsystemctl restart] apache2
ApacheD OO OO DOOO0O
httpOOOOOOODOODOODOOOOOOODOOOODODOO

sudo mkd[-pd /etc/apache2/old
#0000 00000000000O0O0OO0OOODDOODODOOO

cd /etc/apache2/sites-available

sudola2dissite[] redmine.conf
sudolsystemctl restart[] apache2.service
#0http0 0000000000000 OOOOOOOOOOO

sudo mwredmine.confl] ../old/redmine.con$(date] +%Y%m?%)i
#000http0 0000000 ODOODOODOODOOOOODOODOODOODODOODO

gossLooboooooogn

e JO0000D0ODODODOOLOOOODOODODODOOOOODOOOOODOODODO
ecatd] EOF DOO0OOOOOODOOOOOOOODD ~-OOODODODOM@EOOODOOOODOOODO) -
gbobooooobobobooobooobooon

catl<<-[__EOF__[ ;0 sudol tee[ -all /etc/apache2/sites-available/redmine.conf
<VirtualHostO *:80>

0 0O O O servername O hoge.example.com[
O000o#00000000000O0O

0O 0O O O RewriteEngine On

00000000 RewriteCondd %{HTTPS}O off

0000000 0ORewri$Chttps://%{HTTP_HOST}%{REQUEST_URI}0 [R=301,L]
#OHTTPOOOOODODOOHTTPSOOOOODOOODOO

</VirtualHost>
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<VirtualHostO *:443>

O O O O ServerName[l O hoge.example.com
OO000o#000000000O00O0O

0 0 O 0 bocumentRootd [0 /home/www-data/redmine/publicl]
Oo0oo#00000000000O0

0 0O O O <Directoryd O /home/www-data/redmine/publicC] >
O00o0o#00000000000O0O

0000000 0 Ooptionsd -MultiViews

00000000 AllowOverrided All

0000000 0Required alld granted

O 0O O O </Directory>

#SSLO O

O O SSLEnginel on

0 0O O O Protocols h200 http/1.1
oo#0ssLOOOOOOO

SSLCertificateFiled O /etc/certs/hoge.example.com.crtd
#1SSLOODOOOOOOO

SSLCertificateKeyFiled OO0 /etc/private/hoge.example.com.key
#1000O0O0O0O0O0OO

#0 SSLCACertificateFile[] O /etc/certs/hoge.example.com.CA.crtd
#00000000000Q0UOO0OQOUOUUOO0UODOUOUOODOOUOODOUOOUOUOOUOOUOOOOUOODODOODODODOO

#00000000000

0 0 O O HeaderO always[ set[ Strict-Transport-Security(] "max-age=63072000"
0 0 O O HeaderO set] X-Content-Type-Options "nosniff"

0 0O O O HeaderO always[l append X-Frame-Options[] "SAMEORIGIN"

0 O O O Headerd set] X-XSS-Protection "1;00 mode=Dblock"

</VirtualHost>

SSLProtocolD 000000 OODODOOOalOd-SSLv30 -TLSv1D -TLSv1.10 -TLSv1.2
SSLCipherSuite 0 0 00O 0O 0O 0O O O ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-GCM
384:EC6-GCM-SHA384

SSLHonorCipherOrder O O O O off

SSLSessionTickets[l 0 00 O O O O off

SSLUseStaplingd On

SSLStaplingCachel "shmch:logs/ssl_stapling(32768)"
#10000000000SSLO0D00O0O0OOO0O0ODOOO0O0
#O</VirtualHost>O OO O OO OOOOOOOOOO

__EOF__

oooooooo

sudola2ensited redmine
#0OOOOOredmineOOOOOOOOOO

sudolapache2ctld configtest
#SyntaxODOKOD O OO DODOODOOOOOOODOOOODOOODOOODOOOODOObObOOoOobOoOobobooboon

sudolsystemctl restart[] apache2.service
OOo0OOCOOOOOoOOoOoOOCredmineD00O0OOOOOODOOOOO
e httpsDOOOOOOO
e J00DODDOUDODOO
e JO0000O0OODDODOODOOO

goooooon

RedmineD OO ODOOOOODO
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1.Redmine0000O0O0D0OCOODO

200 00000000
3.000000000000D000O000OJ0O (hoge.example.com)
4. 00000000HTTP-HTTPSOOOO

OO00ORedmineD O00OSSLOOOOOOOOOOO
O0Oob0O00b0RedmineD OO OSSLOODOOOOOOODOOO

gbooooooooboobobobobooooogoobon

e Redmine0 00000000000 O0OOOOODCOOO
e let'sEncrypt0 0000000000000 O0O0O0O0O0O0O0O0O

sSLOOobooooooobogooboobooooo

https:.//www.ssllabs.com/ssltest/

oooOooOoOoOoOoOoOOOODOOO
1. Hostname:Redmined URL
2.0 Do not show the resultson the boardsO OO0 000 @ O0O00OO0OO0DOOCOONO)
3.0SubmitCO000O0OOOOO

2023010 0000000Apache0 0 0000000000 OA+DDODODOODODODODODOODODOODOOOODODODOODOO

good

O_Redmined 0 0 00O .jpg 258 KB 2024/01/05 oooo
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